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Interference Suppression via
Operating Frequency Selection

Richard M. Davis,Senior Member, IEEERonald L. FanteFellow, IEEE Thomas P. Guella, and Robert J. Balla

Abstract—Spectral analysis of the environment, often called band mode, and spreads its energy over the entire tunable
sniffing, is used to find a clear operating band in radar and pandwidth of the radar or communication system, the filter
communication systems. In this paper, the authors show that ,hction of the antenna will introduce nulls and dips in the
the sniffing technique can be used to null multiple broad-band . \ .
sidelobe jammers by exploiting the transfer function of the an- jammers spectrum. The nuII_S can then be located u_smg the
tenna. Analysis and computer simulation are used to demonstrate Shiffer. If the system transmits over a narrow bandwidth on
performance. a frequency corresponding to one of the nulls, the jammer
will fall in the null and be cancelled. Although the jammer
rejection capability of the sniffer degrades in the presence of
multiple interferers, analysis and computer simulation show
. INTRODUCTION that the degradation is graceful. In effect, the sniffer acts like

LECTRONIC protection against mainlobe and sidelob@ sidelobe canceller having limited capability against a small

jamming and nonhostile interference begins with envitumber of broad-band interferers. Sniffing does not support
ronment sensing. One of the most powerful sensing te@§ Much cancellation as adaptive nulling, but requires no
entails performing a spectral analysis of the environment—aldgditional receivers or correlation processing. It can be used
referred to as sniffing. The sniffing technique is used to firifi addition to adaptive nulling. The sniffing technique exploits
a clear region within the tunable bandwidth of a radar dhe frequency agility capability of modern radars.
communication system. In addition to finding clear bands or Petrocchiet al.[1] appear to be among the first to recognize
dips in the radiated power spectrum of friendly or hostilthat an antenna pattern can turn a white noise sidelobe jammer
interferers, the sniffer can find nulls introduced by the transféito a colored noise jammer having nulls in its spectrum and
function of the receiving antenna. The sniffing test can be matt the colored spectrum can be exploited by a frequency agile
to function like a sidelobe canceller by picking the operatingpdar. Strappaveccia [2] proposed using a separate receiver to
frequency which places multiple broad-band jammers in §ample the power at a number of frequencies at the output
near sidelobe nulls. The test can be implemented by makidf the beamformer in a mechanically rotating antenna, to
power measurements at equally spaced intervals across ftHaimize the power received from a single sidelobe jammer. In
tunable band at the output port of the antenna. The frequeriBi{s paper, the technique is applied to phase and time-steered
corresponding to the lowest power measurement is used #fays and a theory is developed to show that it can be used to
transmission. The test should be made within about ofgll multiple sidelobe jammers. Computer simulation is used
second before transmission and should be repeated for eviénpupport the analysis.
beam pointing direction. The sniffing test has historically not
been implemented in every beam pointing direction and the Il. ANALYSIS

measurements have not always been made at the output port
of the antenna. A. Operational Concept

Itis well known that antenna patterns of phased arrays scanrhe sniffer is an environment sensing technique that can be
with frequency. Each frequency within the spectrum of a widgsed to find an operating band having minimum electromag-
band interferer is received with a slightly different gain. Theetic interference within the tunable bandwidth of a radar or
spectrum of a sidelobe interferer traces out the sidelobe pattgfinmunication system. Wide-band sidelobe interferers spread
of the antenna in the angular region surrounding its direction @feir energy through the sidelobes in the region surrounding
arrival. A jammer power spectrum, which is white (flat) upogheir direction of arrival. The sniffer attempts to find a narrow
entering the antenna, will be colored (in this case serratesherating band over which all of the interferers are in or near
at the output of the antenna. The output spectrum will ke nyll. Implementation entails looking ahead in each beam
the product of the jammer spectrum with the transfer (filtegnd cycling through manyN ;) frequencies roughly equally
function of the antenna. If the jammer operates in a widgpaced across the tunable band. A power measurement is made
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the radar is operating with narrow-band waveforms (fractionaihere:
bandwidths less than 1%). The power measurement at &V.mple NuUmber of power samples made at a given

particular frequencyf;, in the presence ofV, equal power frequency;
wide-band jammers, can be represented mathematically as 7;,..;.  analog to digital converter sample time;
Tise time to change local oscillator to next frequency
]\T. X .
i pfi+Bs/2 ) setting.
P(fi) = Po+ Lo Z;/__B /2 o> a5, B df (1) If time-delay steering is not available and the phase shifters
=1/ fi—Bs

must be changed at each frequency, (2) may have to be
modified. If the time required to change the phase shifters

where: . .
P receiver noi wer in samolina b nd(Tshiﬁ) is larger thanT,,., thenT,,. must be replaced with
n e_c(:jeh.e 0IS€ powe sampling ba T.niei- The total time needed to perform the passive dwells in
J Z)v:)vxt/e’r spectral density of jammer receive Il beam pointing directions, in an array which used time-delay
e}

o . : teering at the subarray level, was found to typically amount
with |sotrop|c gain, . to 1-2% of the total available (transmit plus receive) time.
9(f 5, Bj) voltgge gain of antenna in the angular dlThe performance of the sniffer will degrade if the jammers
rection (e, 5;) at frequencyf. move a significant fraction of a sidelobe between sniffing and
The way in which the sniffer technique is implemented willransmission. The degradation places a limit on the allowable
depend upon whether or not time-delay steering is availabigne (AT) between sniffing and transmissioAT” depends
Time steering is used on phased arrays to prevent excessiyen the rangéR) and velocity(V) of the jammer platform,

signal loss when operating over wide bandwidths. Changifg addition to the allowable angular displacemémnt). In
frequency causes shifts in the mainbeam pointing directiogrticular

The problem is easily solved in the case of narrow-band R

operation by changing the element phase shifter settings to AT < <—>A9. 3
compensate for the shift in frequency. In the case of wide- 4

band operation, time-delay steering must be used to prevent g simulation results predict that the nulling performance will
beam from scanning. The loss can usually be held to acceptditedegraded by 3 dB i\@ equals approximately one-tenth of
levels by implementing time steering at the subarray level. a sidelobe.

If time-delay steering is available, the sniffer can be imple- Although the best performance will occur for single beam
mented by steering the array to a particular pointing directi@ystems, the technique can be extended to include multiple
and cycling through the frequencies while keeping the phakeams. In a tracking radar, for example, we may want to
shifter settings fixed. This approach only requires changing th@nimize the interference in the sum and difference beams.
local oscillator setting and making a power measurement Ete power to be minimized in the latter case would be

each setting. The authors simulated the sniffer on a computer Ni  fitB.)2
for an array which used time-delay steering at the subarray Py(f;) = 2P, + ,]OZ/ (lgs(f, %,7/3],”2
level. It was found that a small signal loss occurred due to the =17 fi—Bs/2

subarrays scanning with frequency when the local oscillator
was stepped without changing the phase shifters. The loss
varied from 0.0 to 0.7 dB as the beam pointing direction waghere
vaned_ from 0.0 to 45._CO off_ array normal. gs. ga = Vvoltage gains in sum and difference

If time-delay steering is not available, then the phase antenna patterns
shifter setting for each element in the array will have to P )
be recalculated at a number (but not all) of equally spaced .
frequencies across the tunable band. The same phase shi tegrequency.chnmng of Phased Arrays

: : i in Sidelobe Directions

setting used during sniffing must be used when the beam o _
is actively interrogated. The required power measurementd® null or dip in the power spectrum of the electromagnetic
can be made by stepping the local oscillator to frequencigéerference can be introduced at the source of the interference,
surrounding each frequency at which the phase shifters wéah be due to multipath, or can be introduced by the receiving
reset. Since the signals to be measured could be jamragtenna. Our focus is on the receiving antenna. Therefore, we
random processes, a number of independent samples g@@ider a single white noise sidelobe interferer that radiates
Section 1I-C) must be taken at each frequency to estimate #@ergy uniformly over the tunable bandwidth of the radar. We
mean receive power. wish to calculate the number of sidelobes that the interferer

Implementation requires scheduling a passive dwell withRecupies, and for simplicity, we have limited the analysis to
about one second prior to transmitting in each beam positibpear arrays. _ o
in order to make the power measurementsvatfrequencies  The phase of a cw signal at frequengyrriving at an angle
across the tunable band. If time-delay steering is available, théelative to array normal in theth element of a linear array
time required for the passive dwell is is given by (5) for an array phase steeredjat frequencyy’

I (0 ()

%) df (4)

+ |9a(f ;. 55)

W (f, 0, f,60) =
waell = Nfreq(Nsample X T';ample + Tosc) (2) d) (f7 ’ f ’ 0)
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where: where
¥, phase shifter_ settings asth element in array; . D(sinf; — sinf)
=27 f'ndsin by T = . .
d element scpacing; The pattern shift as measured in sidelobes is observed to
f' operating frequency at which phase shifter settingsill be equal to the time-bandwidth product, but now time
are calculated. must be interpreted as the difference in arrival time across

Assuming the phase shifters are not changed, the pattern sthiét array face assuming the array had been time-delay steered
(Af) at an anglef; due to a frequency shift fronf; to fo to 6. In other words an array in which the phase shifters
can be obtained by solving are changed each time frequency is changed (to prevent the
beam pointing direction from changing), and operates over a

! !
n(f1,01,f',60) = Pnlf2,62, ', 60) ®)  narrow bandwidth, will behave like an array which is time
for A8 = 6, — 6;. Using (5) steered. If the array utilizes time steering, the phase shifters
2rfind sinfy 27 fond sin(6; + A0) need not be changed each time the local oscillator is stepped
- = - . (7)  when implementing the sniffing technique to make the required
Assuming power measurements. Changing frequency will not scan the
beam in a time steered array. If time steering is implemented
sin(6; 4+ Af) = sin6; + Af cos 6, (8) atthe subarray level, there will, as previously noted, be a small
Al — <f1 — f2> sin 6 loss in s'ignal due to _the subarrays §ganning with frequency.
f cos 6, Equation (12) predicts that the sniffing technique should be
Dsiné; Ao able to findB7” narrow bands in which a wide-band interferer
=(fi— f2)< . )(Dcose ) falls in a sidelobe null. The phenomenon is demonstrated
_ BTO ! ) pictorially in Fig. 1. The top insert shows the CW pattern of
o 3 a 100-element C-band array with element spacin@.68 ),
where: steered 20 off array normal. The bottom inserts show fre-
B = fi— f quency transfer functions of the array at®6@ith (bottom
T  difference in arrival time of the plane wave acros§Sert) and without (center insert) changing the phase shifter
array face— Dsiné settings at each frequency. In large arrays (such as the one
. y - c used in this example) the phase shifters would have to be
D diameter of array; N changed each time the frequency is changed to prevent the
2

beam pointing direction from shifting. In this example, the

Dcost: - sniffer would have five nulls to choose from that would

. ; place
Equation (9) shows _that the pattemn _S’h'ft at ar@_lejue to a the interferer in a null. If the array had been steered to array
frequency changeB is equal to the time-bandwidth productn

S . . . . “normal, BT’ would be equal taBT and the sniffer would
measured in S|delob(?s where time is the difference in arnx@%ve eight nulls to choose from.
time of the interferer’'s plane wave across the array face an
it::nedr\]/\gg; 'S the spectrum over which the interferer spreag. Number of Power Samples Required at Each Frequency

In large phase steered arrays, it will be necessary to chang&ince the interfering waveforms may be random processes,
the phase shifter settings whenever significant changes e question arises regarding how many samples are needed
made in the operating frequency to prevent the beam pointifigobtain an estimate of the interference-to-noise ratio. In this
direction from changing. Assuming that the phase shiftéection we study how many sampl@s) are required at each
setting on theath element is changed fro@r f1nd sin6y/cto  sniffed frequency, to obtain a good estimate of the mean
27 fand sin 6y /c as frequency is changed frofa to f» (note interference power. That is, how large mustbe such that
that in this case{ = f; and f; = f»), the pattern shift in the the statistic
direction of a sidelobe jammer located @&t can be obtained

63  3-dB beamwidth at; =

L
by solving (10) forAf — 6 — 6 5= %E V2 (13)
(/)Tl(flvelvflveo) :¢n(f27927f2790)' (10) =1
Using (5) and (8) is a good approximation t¢|V|?), where
27 find sin 61 B 27 find sin g M
c c Ve = Z Umég(fv em) + e (14)
_ 2m fond sin 6, B 27 fond sin g m=1

(11)
¢ ¢ and () denotes expectatiom,,, is the voltage due to the:th
and interferer at the/th time sample (or range bink(f,4) is
A6 = (fy — f2)<D(Sin 61 — sin 90))( Az ) — BT'6, the voltage gain of a linear array at frequengyand angle
¢ Dcosfy 6 relative to array normal, angt is the receiver noise thermal
(12) voltage at thefth sample time. In the analysis to follow,
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20 B T T 17T T TTT I T T TT I T T TT I T TTT | T 17 Where
@ 10. 3 100 Element Linear Array 2 _ (2 N ()2 20a
T 003 CW Pattern at f = 5.0 GHz 7 { j’2‘5> <‘7f2’"‘> (202)
£ 3 Op = <37é > = <yé > (20b)
&-10. 5
e Thus, (13) can be rewritten as
‘8_30 E " 1 L
& 3 S=N (2 +Q? 21
40. 3 L;(Z+QZ) (21)
-50 = T 1T T1T T T T T 1 T 1 T 17 17T T T 1771 T 17T T 7 . .
10 26 32) 4'0 5'0 elo 7'0 wherel; andQ, are Gaussian random variables. If we assume
’ " Degrees Off Array Normal ' " that the time samples are spaced by greater thAB.,
0.0 T where B, is the sampling bandwidth over which the power
, _E Phase Shifters Fixed _5 measurt(ajmfgnts are made, thenlg)lQ, are uncorrelated.
w19 3 g,=20° 0=60° BT=87 ] Now define
£ . 3 =J? for/{=1to L
20. (74 £
3 . E =Q?,  for{=L+1to2L. (22)
2730 q  Then, (21) can be written as
15} — —
§-40. - 3 | 2L
] ] S== . 23
50, . I ZW (23)
T 7 17 T ‘ T 1T 1T 7T I LI L l T T 1T 7 ' T T 17T ] T T T 1 [:1
45 46 48 5.0 5.1 53 5.5
Frequency (GHz) Becaus_elg and Q@ are Gaussian random variables, has
00 J T 1737 I T T 1T I T T 1771 | LI I T 1T 1T I L L prObablllty denSIty
3 . . . 1 v
1 Phase Shifters Changed with Frequency = . _ (__é) for V, > 0
o 10 3 6,=20° 6=60°, BT =52 = pu(ve) Voo P\T 552 ) t= (24)
T - -
c ] - =0, for V; <0
= -20. — —]
3 20 _5 E where
2 . M
840 3 E o> =03 > |o(f,0m)]> + . (25)
[a) - 3 m=1
I O B B B B 0 probability density satisfied by is determined from
45 46 48 5.0 5.1 5.3 5.5

the probability density satisfied by by using characteristic
functions. The characteristic function ofis
Fig. 1. Frequency transfer functions of 100 element linear array with and

_1
without changing phase shifter settings. M o Ood —jve _ 1L 1 . 2 26
)= [ dvpo)e it = (G ae) (@)

V20

and ), are independent, the characteristic function

Frequency (GHz)

we derive the probability density and cumulative distributiogince I,

functions for the statistics. of S is M,(z) raised to the2L power. Taking the inverse

Let us define the phafse re_fergnce so thit,0) is real, Fourier transform of the resulting characteristic function gives
and then decompos@&; into its in-phase and quadraturethe probability density ofS as

components as
LESE L exp( £2)

M
ps(S) = ., for$>0
I = meg(fy Om) + 2 15 20521 (L) (27)
‘ r;x )+ o (19 =0, for S <0
M . . .
B , where T'(z) = Gamma Function ofr. Equation (27) is a
Q= Z Ymeg(f, 0m) + (16) chi-squared distribution with moments
m=1
Wherev,,e = &me + Wme andne = 5, + ;. (S) = 20° (28)
If the interferer and noise voltages are zero mean Gaussian o0 5.2 1
random processes, it is evident that () =271+ ’ (29)
o) =(Qe) =0 (17)  Using (27) we can calculate the probability thtaties within

(LeQe) =0 (18) e of the true mean given bysS).

<IQ> <Q2> i | (f 6 )|2 2 2 (19) LL (SY(142) 1 —LS
= = yO0m)| 707 + On P - = — )
‘ ¢ g J rob Lo2ET(L) /<S>(1_E) ds s exp< 5,2 ) (30)

m=1
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| | i
| : |

E | X=115dB

! (708 £ 8/5 5 1.415)

i

Probability that S lies within X dB of S

X=1+1.0dB
(7955 5/5<1.26)

~

~"X=104dB
(912 <5/5 <1.086)

0 T | T
1 2 4 10 20 40 100
Number of Samples

Fig. 2. Probability that estimator for power at a particular frequency is witiirdB of true mean.

If we use (28), and define = LS/20% = LS/(S), we obtain also be noted that (32) is for narrow-band radar operation,
1 L(lte) i.e., the analysis assumes that the sampling bandwidsh is
Prob = _/ dr 757 exp(—7). (31) zero. For wide-band operatidn(f, 0,»)|> must be integrated
I'(L) L(1—¢) over B;. The interference poweR averaged over the entire

Equation (31) has been evaluated and the result plottedsi'?liffed frequency band3 is, therefore

Fig. 2. The figure shows that if 50 samples are used to estimate M
(S) there is a 0.99 probability that the result will be within R= Z I Zom + 02 (34)
1.5 dB of {(S}. If we use 20 samples to estimaig), there is m=1

a probability of 0.87 that the result will be within 1.5 dB of,

(S) and 0.7 that it will be within 1.0 dB. where
1 fot+g

Ly = |9(f. bm) | df (35)

D. Theoretical Performance: A Narrow-Band Analysis B fouB

In this section, we derive a formula for the expected . .
L ! . ) d fo is the carrier frequency.
reduction in jamming power due to the sniffer as a function o . . . .
. . . Now if the sidelobes are error dominated it is well known
the number of sniffed frequencies and the number of sidelope . . .
. . . t for a given frequencyf, the voltage amplitude is a
jammers present. The analysis is based upon the idea QK 2 . .
. . ayleigh-distributed random variable and the power function
the number of frequencies which must be sampled to reduge . . o . :
. ' 1S an exponentially-distributed random variable. That is,
the power of an interferer by should be roughly equal the probability density function fof... is
to the inverse of the probability that the sidelobe gain on P y y m
the interferer ise times lower than the root mean square 1 L,
(rms) sidelobe gain. In the analysis to follow, we derive the p=(Zp) = Zm) TP\ T2
probability density function foe M Z, wherel is the number _ . o
of equal power jammers and is the average received powerf the bandwidthB is sufficiently large that many zeros of
of each jammer at the beamformer output. All jammers agé/f,¢) are encompassed by the range — B/2 < f <
assumed to have the same power and to spread their enefigy- B/2 (or equivalentlyB7" > 1.0, see Section II-B) then

(36)

uniformly over the tunable bandwiditB3) of the radar. we may use the approximation
When M jammers are present in the sidelobes of an array - -
. . (Zm) = Zy = Z (37)

the received interference power at frequerf¢yaveraged over

many range cells, is where the last step follows because the average in (34) is
M nearly independent of: when B/Af > 1, whereAf is the

R(f) = Z I Zom + 02 (32) average separation between the zerog(¢t 6). Thus

m=1 1 7

where Pa(Zm) = - exp <— Zm> (38)

Zom = |9(f, 0m) . (33) for all m.

Let us now assume that all jammers have the same power

J.. is the mean square power of theth jammer random so thatJ,, — J for all m. Then (32) becomes

process,d,, is the azimuth of themth jammer,o? is the
receiver noise power and(f,6) is the normalized voltage M

gain of the antenna at frequengyand azimuthg. All range R-o*=J Z A (39)
dependent effects are assumed to be normalized out. It should m=1
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Fig. 3. Comparison of theoretical with simulated performance: simulated results are average of 20 random jammer distributions in far-out sidelobes

If we now define Note that when the jammer portion of the power is reduced
R_ o2 by e the residual mean interference power including noise is
= 4 ) H
P J (40) R = Residual Interference: J{p) + o (46)
to be the normalized total jamming power we obtain and the residual interference-to-noise ratio is
M R/o* =eJNR +1 (47)
p= Zm (41)

where JNR is the total jammer-to-noise ratio due to all

] ) ) o . interferers. The reduction in interference-to-noise ratio in
It is readily shown (using the characteristic function) that thgacipels is

probability density function fop is

m=1

. eJNR+1
- Reduction= —10log;g | =——|. 48
pM~Lexp(—p/Z) Hel 810 [ JNR+1 } (48)
p/’(p) = ZJW(M_ 1)' (42)
’ I1l. CoMPUTERGENERATED RESULTS
The mean value of is {p) = M Z so that the probability that
p is reduced to less than a fractierof its mean value is A. Description of Computer Simulation
_ eMZ pM—Le=rlZ gy The sniffer was modeled on the computer to study its
P(p<eMZ)= T TEVIREETE jammer nulling capability. Both linear and planar arrays were
o ZM(M —1)! J g cap Y. p y

eM used in the study, but results will be presented only for
— ;/ tM-le=tdt  (43) the linear arrays. The performance of the sniffing technique
(M =1 Jo operating on a planar array was approximately the same as
wheret = p/Z. Taking one sample gf from the distribution that realized on a linear array. The element spacing was set
given in (42) corresponds to measuring the power at one 6058, and a center frequendyf.) of 5.0 GHz was used
the N; frequencies. Using the cumulative distribution in (43} @ll runs. A phase error, taken from a uniform distribution
the average number of frequencies for whielwill be less having an rms value of 2:9(+5° peak error), was added to
thaneMZ is given by each element in all computer runs presented herein. Computer
_ _ runs were also made using & 6ms error per element.
Ny=NgP(p <eMZ). (44)  performance using°6was nearly the same as that obtained
Consequently, in order to get (on the average) one value (i%3in9 2.9. The number of frequenciesV,) sampled across
N; = 1) of p that is less thar(p) = ¢MZ we require a the tunable bandW|dth was varied from one to 128 in steps
number of frequencied’; such that of powers_of two. All jammers were assu_med to spread their
energy uniformly over the tunable bandwidth (constant power
;_. (45) spectral density). The jammers were randomly distributed over
Plp<eMZ) a specified angular region and power measurements were made

Nf>
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Fig. 4. Sniffer performance on 50-element linear array;, phase shiftergy. 5. Sniffer performance on 100-element linear array; phase shifters
changed at each sniffed frequency; results are average of 20 random jamehgihged at each sniffed frequency; results are average of 20 random jammer
distributions. distributions.

in a narrow sampling ban@s, ) at equally spaced |ncrementsThe average residue-to-noise ratio over the Monte Carlo runs
across the tunable band. A power measurement at a partlc@gfore operating the sniffer was obtained by settfa@qual
fr_equency fi f_or a particular jaf"mer constellatiod was to f. and Ny equal to one in (50).J, was then scaled to
simulated by integrating oveb;, i.., force the average residue-to-noise ratio to always equal 15
Ni o fitB./2 dB before sniffing for each set of 20 jammer constellations.
P =Pat 1Y [
j=1

b lg(f,0;a)1*df  (49) Fig. 3 compares the theoretical performance predicted by (45)

with performance obtained from the computer simulation using
where: (50) for a 100-element linear array. The sampling bandwidth
J, power spectral density of jammer received witivas reduced to 1.0 kHz for comparison with the theoretical
isotropic gain; narrow-band analysis. The theoretical performance is observed
g(f.6;4) voltage gain of antenna pattern at angjg and t© c.Ioser match thg simulated performance.
frequency f; Figs. 4-6 show simulated performance for 50-, 100-, and
0,a angle ofjth jammer indth jammer constellation; 200-element linear phase steered arrays. The antenna pattern
N; number of jammers. and the angular region over which the jammers within each

The thermal noise(P,) was set to unity and a samplingconSte”at'on were randomly distributed is also shown for each

bandwidth of 10 MHz was used in most runs. The powé’}”.ay' A sampling bandwidth Of 10 MHz was used at. each
measurement was repeated at each of¥hefrequencies and snlffeq frequenc_y when generating the resultfs. Increasing the
the smallest power was stored. The process was then repe pI|n.g bandwidth from 1 kHz to 10 MHz typically degraded
for 20 different jammer constellations and the averég¢ of the nulling performance by only about 1 dB.

the smallest powers was used as the performance measure, i.él'_t’we cancellation performance for "_j‘" three arrays is obse_rved
to be roughly the same. The algorithm appears to require a

_ 1 X sidelobe window having only a few nulls which it can shift
R=—=>"[Pu(f)] in - (50) window ¥ nuls _
20 o Jnin around within the jammer cloud to minimize the interference.

=1,y It is noteworthy that for a sniffing bandwidth of 1000 MHz,
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Fig. 6. Sniffer performance on 200-element linear array; phase shiftdiRdy appear to be counter intuitive, since the time bandwidth

changed at each sniffed frequency; results are average of 20 random jammiesduct decreases as we approach the pointing direction. The

distributions. explanation lies in the observation that even when the jammer
is at 2%, BT’ equals 2.5, i.e., even when the jammers are in

the average time-bandwidth product (and the average numbg very near-in sidelobes, the sniffer has two nulls to choose
of nulls) for the 50-element array is only 2.2 over the 4grom.

degree jammed sector, yet we still realize 6.5 and 5.5 dB

of nulling against two and three jammers, respectively. The

latter numbers increased to 8.7 and 6.2 dB for the 100-element IV. SUMMARY

array and 9'0 gnd 6.8 dB for the 2QO-eIement_ array. Thetpe authors have demonstrated that significant jammer
few cases in F|g§. 4-6 where a sniffing bandwidth of 500, e|jation can be realized against multiple wide-band white
MHz performed slightly better than 1000 MHz are apparentlyise sidelobe jammers by intelligently selecting the operat-
;tatlstlcally a_nomalles (results were average of only 20 rand(?lq'(}J frequency in a frequency agile radar or communication

jammer dlstrlbut|on_s). . system. The proposed technique, called the sniffer, selects
_ Fig. 7 presents simulation results for a 288-element phasfa frequency which places the jammers in or near nulls
time steered Ilnear. array. The array was d'V'd?d INt0 %2 their antenna sidelobe transfer functions. The number of
sgbgrrays each having 24 _elements_. Phase steering was Uselable nulls for any given jammer is equal to its time-

within each subarray and time steering was used to align g, qwidth product. Analysis and computer simulation predict
subarrays to each other. The array was phase and time stegted .anceliation ratios typically vary between 12 and 3 dB as

to 30°. The antenna pattern is shown in the top insert. ThEe hmper of sidelobe jammers varies between one and five.
curves in the bottom insert show performance sensitivity to
the location of the interference. The jammers were randomly
distributed within a 10 angular window whose location was
varied in 5 steps relative to the beam pointing direction. Thej1] . petrocchi, S. Rampazzo, and G. Rodrguez, “Anticlutter and ECCM
jammers were excluded from the mainlobe region (null to design criteria for a low coverage radar,” Rroc. Int. Conf. Radar

: ; ; ; Paris, Dec. 4-8, 1978, pp. 194-200.
null) when creating the jammer ConSte"at'Qns for the pOIﬂt%Z] S. Strappaveccia, “Spatial suppression by means of an automatic fre-
centered at 25, 30, and 35The performance is observed to be ~ quency selection device,” iRroc. IEE Int. Conf. Radar'87Publication
roughly independent of the location of the jammers. The result 281, London, UK., Oct. 19-21, 1987, pp. 582-587.
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