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1
SECONDARY CONTROL FOR
DE-ENERGIZING SAFETY FIELD DEVICES
WITH DIGITAL PROTOCOLS

FIELD OF THE INVENTION

This disclosure relates generally to the control of safety
field devices in a safety instrumented system (SIS) or a
distributed control system (DCS) using digital communica-
tion protocols, and, more specifically, to the de-energization
of safety field devices using digital communication proto-
cols.

BACKGROUND

A typical field device control system may interface with
several hundred to several thousand field devices such as:
transmitters, thermocouples, and switches that provide an
indication of various process parameters; solenoids and
digital valve controllers that control the operation of valves;
lights or other indicators that provide a field indication of
process conditions; and other types of process inputs and
outputs. These field devices may be spread over very large
physical areas, and the majority of the devices communicate
with the control system via wires that form individual
circuits between the control system and each field device
(such as a pair of wires that convey an analog signal via the
current flowing on the circuit, an open or closed circuit that
indicates the status of a process parameter or causes a
process control device to be in a particular state, etc.). In
typical control systems, the wires that connect the hundreds
or thousands of field devices to the control system are routed
through a series of field wiring, junction boxes, and homerun
cables to various marshalling locations (e.g., marshalling
cabinets) at which the wires that are coupled to individual
field devices are “marshalled” so that they may be connected
to an /O interface of the control system.

SUMMARY

A two-wire routing device that includes an upstream
communication interface for communication with a control-
ler; a two-wire communication and power interface config-
ured to convey communication and power to a field device
over a two-wire link; and a router electronic controller. The
router electronic controller is coupled to the upstream com-
munication interface and the two-wire communication and
power interface. The router electronic controller is config-
ured to: receive, via the upstream communication interface,
a safe state command from the controller, the safe state
command including a field device identifier; transmit, via
the two-wire communication and power interface, the safe
state command to a field device indicated by the field device
identifier as a digital signal over the two-wire link; and
execute a secondary de-energization scheme for the field
device, subsequent to transmitting the safe state command to
the field device, to control a power switch to cut power over
the two-wire link to the field device.

The router electronic controller may include a network
switch that is configured to determine, from the safe state
command, the field device identifier to identify the field
device indicated by the field device identifier. To transmit,
by the router electronic controller, the safe state command
via the two-wire communication and power interface, the
network switch may further be configured to translate the
safe state command from a first protocol to a two-wire
digital protocol and to drive the two-wire communication
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and power interface, according to the two-wire digital pro-
tocol, to convey the safe state command to the field device.
The safe state command received by the upstream commu-
nication interface may be received by the router electronic
controller as a packetized communication in the first proto-
col, the packetized communication including the safe state
command as one or more data payload packets and a packet
header including an address as the field device identifier. The
two-wire routing device may be a modular two-wire routing
device mounted in a multi-module backplane, where the
multi-module backplane includes: a plurality of module
bays, each module bay configured to receive a respective
field device characterization module; a backplane microcon-
troller communicatively coupled to the controller and to
each field device characterization module received in the
plurality of module bays, and configured to route messages
between the controller and each field device characterization
module received in the plurality of module bays; a commu-
nication bus coupling the backplane microcontroller and
each module bay to enable communications between the
backplane microcontroller and each field device character-
ization module received in the plurality of module bays; and
a power supply configured to supply power to each field
device characterization module received in the plurality of
module bays. The modular two-wire routing device may be
a field device characterization module that is mounted in a
first module bay of the plurality of module bays, is com-
municatively coupled to the backplane microcontroller, and
is powered by the power supply. The upstream communi-
cation interface may be coupled to the backplane microcon-
troller via the communication bus to enable communication
with the backplane microcontroller, and the safe state com-
mand received from the controller by the router electronic
controller may be received via the backplane microcon-
troller over the communication bus. The router electronic
controller may be further configured to determine to execute
the secondary de-energization scheme in response to receipt
of a command from the controller to initiate the secondary
de-energization scheme, the command being addressed to
the two-wire routing device. The router electronic controller
may be further configured to determine to execute the
secondary de-energization scheme in response determining
that a watchdog timer has elapsed. The field device may be
a first field device of a plurality of field devices coupled to
the two-wire routing device, wherein, to execute the sec-
ondary de-energization scheme in response to determining
that the watchdog timer has elapsed, the router electronic
controller may be configured to: cut power to each output
field device of the plurality of field devices, including the
first field device, and permit power to continue to flow to
each non-output field device of the plurality of field devices.
The field device may be a first field device of a plurality of
field devices coupled to the two-wire routing device, each
field device of the plurality of field devices being coupled to
the two-wire communication and power interface via a
respective two-wire link and corresponding power switch
along the two-wire link, wherein the router electronic con-
troller may be further configured to selectively control each
corresponding power switch to selectively enable and dis-
able power to plurality of field devices. The device may
further include a housing that houses the router electronic
controller and the power switch. The device may further
include a housing that houses the router electronic control-
ler, wherein the power switch is external to the housing. The
two-wire link may include a twisted pair of conductors
extending through a shielding conduit.
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A method for causing a field device to enter a safe state.
The method includes receiving, by a two-wire routing
device via an upstream communication interface, a safe state
command from a controller. The safe state command
includes a field device identifier. The method further
includes transmitting, by the two-wire routing device, the
safe state command to a field device indicated by the field
device identifier as a digital signal via a two-wire commu-
nication and power interface over a two-wire link that also
provides power to the field device. The method further
includes executing, by the two-wire routing device, a sec-
ondary de-energization scheme for the field device subse-
quent to transmitting the safe state command to the field
device. The secondary de-energization scheme includes con-
trolling, by the two-wire routing device, a power switch to
cut power over the two-wire link to the field device.

The method may additionally include determining, by a
router electronic controller of the two-wire routing device,
the field device identifier from the safe state command to
identify the field device indicated by the field device iden-
tifier; and the transmitting, by the router electronic control-
ler, the safe state command via the two-wire communication
and power interface may include: translating the safe state
command from a first protocol to a two-wire digital protocol,
and driving the two-wire communication and power inter-
face, according to the two-wire digital protocol, to convey
the safe state command to the field device. The safe state
command received by the two-wire routing device may be a
packetized communication in a first protocol, the packetized
communication including the safe state command as one or
more data payload packets and a packet header including an
address as the field device identifier. The two-wire routing
device may be a modular two-wire routing device mounted
in a multi-module backplane, and the method may addition-
ally include receiving, by each module bay of a plurality of
module bays of the multi-module backplane, a respective
field device characterization module; routing messages, by a
backplane microcontroller communicatively coupled to the
controller and to each field device characterization module
received in the plurality of module bays, between the
controller and each field device characterization module
received in the plurality of module bays; conveying, by a
communication bus coupling the backplane microcontroller
and each module bay, communications between the back-
plane microcontroller and each field device characterization
module received in the plurality of module bays; and sup-
plying power, by a power supply, to each field device
characterization module received in the plurality of module
bays, wherein the modular two-wire routing device may be
a first field device characterization module of the field
device characterization modules that is mounted in a first
module bay of the plurality of module bays, is communi-
catively coupled to the backplane microcontroller, and is
powered by the power supply. The upstream communication
interface of the two-wire routing device may be coupled to
the backplane microcontroller via the communication bus to
enable communication with the backplane microcontroller,
and the safe state command received from the controller by
the two-wire routing device may be received via the back-
plane microcontroller over the communication bus. The
determining, by the two-wire routing device, to execute the
secondary de-energization scheme may be in response to
receipt of a command from the controller to initiate the
secondary de-energization scheme, the command being
addressed to the two-wire routing device. The determining,
by the two-wire routing device, to execute the secondary
de-energization scheme may be in response determining that

10

15

20

25

30

35

40

45

50

55

60

65

4

a watchdog timer has elapsed. The field device may be a first
field device of a plurality of field devices coupled to the
two-wire routing device, and the executing the secondary
de-energization scheme in response to determining that the
watchdog timer has elapsed further may further include
cutting power to each output field device of the plurality of
field devices, including the first field device, and permitting
power to continue to flow to each non-output field device of
the plurality of field devices.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram that illustrates various components of
a control system in accordance with an aspect of this
disclosure.

FIG. 2 is a diagram an advanced physical layer (APL)
routing device of the control system of FIG. 1 in accordance
with an aspect of this disclosure.

FIG. 3 is a diagram of a router electronic controller of the
APL routing device of FIG. 2 in accordance with an aspect
of this disclosure.

FIG. 4 is a diagram of an APL interface of the APL routing
device of FIG. 2 in accordance with an aspect of this
disclosure.

FIG. 5 is a diagram of a field device in accordance with
an aspect of this disclosure.

FIG. 6 is a diagram of a backplane including an APL
routing device in accordance with an aspect of this disclo-
sure.

FIG. 7 is a flowchart that illustrates a process for de-
energizing a field device in accordance with an aspect of this
disclosure.

DETAILED DESCRIPTION OF THE
INVENTION

A field device control system, for example, a safety
instrumented system (SIS) or a distributed control system
(DCS system), may control one or more processes of an
industrial plant. Such control systems may, from time to
time, determine a fault or safety condition is present in the
system and control the one or more field devices to a safe
state. Many analog systems include a method to de-energize
the field device to ensure the process is taken to a safe state.
For example, a control system may include an analog
communication link with each field device in the form of an
analog control signal (e.g., between 4-20 mA) to control
each respective field device. The field device will control a
component thereof (e.g., a valve position) based on the
amperage of the analog control signal. The field device may
have both a controllable safe state and a default safe state
when the analog control signal is disconnected. The con-
trollable safe state may result from, for example, a 4 mA
signal at an input of the field device that controls a control-
lable component of the field device (e.g., a valve) to a safe
state (e.g., fully closed, fully opened, etc.). The default
(de-energized) safe state may result when the analog control
signal is disconnected (e.g., resulting in O mA at an input of
the field device), in which case, the field device reverts to the
safe state (e.g., a valve position fully closed, fully opened,
etc.).

More recently, fully digital systems have been introduced
in which field devices communicate with the control system
using only digital communications (e.g., HART-IP commu-
nication protocol). In such systems, an analog communica-
tion link is no longer present between the field devices and
the control system. Accordingly, a secondary or backup



US 12,316,469 B2

5

technique for placing a field device in a safe state may not
be present. Thus, when a digital communication to control a
field device to a safe state fails to result in that field device
entering a safe state, the field device may continue to operate
in contrast to the request to enter the safe state.

Embodiments described herein address one or more of
these and other challenges to provide systems and methods
having secondary de-energization capabilities for field
devices that communicate using fully digital protocols.

FIG. 1 illustrates a control system 100 that includes one
or more advanced physical layer (APL) routing devices 102
according to teachings of'this disclosure. The control system
100 further includes a field network 104 including network
controllers, such as a Delta VIM PK Controller 106, Ethernet
1/0 Card (EIOC) 108, DeltaV™ SX Controller 110, safety
instruments system (SIS) controller 112, or the like, one or
more communication buses 113, 114, one or more field
devices 116, and one or more intermediary network devices,
such as backplane 120, modular APL switch 122, APL
switch 124, or the like. The network controllers (e.g., the
network controllers 106, 108, 110, 112) are communica-
tively coupled to the one or more field devices 116 via the
one or more communication buses 113, 114 and the one or
more intermediary network devices. The intermediary net-
work device to which the field devices 116 are directly
coupled (e.g., the modular APL switch 122 and the APL
switch 124) may be referred to as input/output interfaces for
the control system 100. In some examples, a first subset of
the control system 100, including the SIS controller 112,
APL routing devices 102, field devices 116, and communi-
cation bus 113 may be referred to as a safety instrumented
system (SIS system), and a second subset of the control
system 100, including one or more of the network control-
lers 106, 108, 110, the intermediary network devices, the
field devices 116, and the communication bus 114 may be
referred to as a distributed control system (DCS system) or
basic process control system (BPCS system). In some
examples, the communication buses 113 and 114 are isolated
from one another. In some examples, the communication
buses 113 and 114, or portions thereof, are integrated into a
shared communication bus shared among one or more of the
components of the SIS system and the DCS system.

The control system 100 further includes an area control
network (ACN) 130 that includes back-end computing
devices providing monitoring, maintenance, engineering,
and operational control functions for the devices of the field
network 104. For example, the back-end computing devices
may include one or more application stations 132, mainte-
nance stations 134, engineering stations 136, and operator
stations 138. Each back-end computing device may include
one or more computing devices (e.g., laptop computers,
desktop computers, tablet computers, mobile phones, etc.)
that, for example, execute local software and/or access
cloud-based services to provide the noted functionality. The
back-end computing devices are coupled by an ACN bus
140 to the network controllers (e.g., network controllers 106,
108, 110, 112). In some examples, the back-end computing
devices are used to program network controllers (e.g., to set
parameters, operation schedules, or the like for field devices
under control or supervision of the network controllers),
retrieve information from the network controllers (e.g., data
logs, program schedules, parameter settings, etc. for the field
devices or network controllers), to control or schedule
maintenance performed on or by the network controllers, or
the like.

The field devices 116 may take a variety of forms and
perform a variety of functions. For example, field devices
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116 may include transmitters, thermocouples, and switches
that provide an indication of various process parameters;
solenoids and digital valve controllers (DVCs) that control
the operation of valves; lights or other indicators that
provide a field indication of process conditions; and other
types of process input devices and output devices. The field
devices 116 may each be classified as an output field device,
an input field device, or an indicator field device. Output
field devices are field devices operable to control an output
of'a system process of the control system 100. For example,
output field devices may include motors, valves, solenoids,
or other actuatable elements configured to stop, start, or
adjust the flow of a material, fluid, or gas; adjust the position
of' a movable component (e.g., open or close a door, rotate
a gear or drive shaft, etc.); control a heating or cooling
element; enable or disable power to a component; or the like.
Input field devices are field devices that obtain a process
parameter to the control system 100 (e.g., via a sensor) and
provide an indication of the process parameter to the control
system 100 (e.g., for use to determine how to control an
output field device). An indicator field device is a field
device configured to provide an indication of a process
condition of the control system 100 in the field (e.g., via a
light, speaker, or other controllable indicator of the indicator
field device). Some field devices 116 may perform more than
one of controlling a process output, providing a process
input, and providing an indication of a process condition of
the control system 100. In such cases, the field devices be
considered, for example, an output field device, an input
field device, and an indicator field device. Additionally, a
non-output field device may be a field device that is not
classified as an output field device, such as a field device that
is classified as an input field device and/or an indicator field
device and that does not directly control a process output.
As noted above, the control system 100 includes one or
more APL routing devices 102, also referred to as APL
routers or APL switches. Generally, an APL routing device
102 is configured to route messages between field devices
116 coupled to the APL routing device 102 and upstream
devices, such as the SIS controller 112 and/or another of the
network controllers. This routing may include one or more
of receiving a message, identifying an intended recipient of
the message, translating the message to a communication
protocol used by and suitable for the recipient, and trans-
mitting the translated message. Further, the APL routing
devices 102 are configured to communicate using a two-wire
digital protocol that uses a two-wire link between devices
that conveys both power and communication signals, such
as Ethernet Advanced Physical Layer (referred to herein as
Ethernet-APL or APL). Ethernet-APL is a physical layer for
Ethernet-based communications that enables communica-
tions at high speeds and over long distances. Ethernet-APL
uses a two-wire link between communicating devices that
conveys a supply of power (to one or more of the commu-
nicating devices) and communication signals. The two-wire
link includes a single, twisted-pair (2-wire) cable that may
extend through an outer shielding. Ethernet-APL is a subset
of the Ethernet standard particularly designed for providing
communications in industrial settings to and from field
devices that may be distributed across great distances, may
rely on high-speed communications, and may be located in
explosion hazardous areas. Although multiple devices are
described as APL devices herein, and such devices may use
Ethernet-APL for communications, in some examples, these
devices may implement another two-wire digital protocol
that includes power and communication transmission.
Accordingly, the APL routing device 102 may also be
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referred to as a two-wire routing device or a two-wire power
and digital communication routing device, which may be
configured to communicate and provide power according to
Ethernet-APL and/or another two-wire digital protocol that
includes power and communication transmission.

Two types of such APL routing devices 102 are illustrated
in FIG. 1, the modular APL switch 122 and the APL switch
124. The modular APL switch 122 is received in a module
bay of the backplane 120. As described in further detail
below (e.g., with respect to FIG. 5), the backplane 120 may
include a plurality of module bays, each configured to
receive a respective field device characterization module,
such as the modular APL switch 122. The backplane 120
may further include a housing or chassis supporting the
module bays, a microcontroller to route messages between
upstream devices and the field device characterization mod-
ules, an interconnecting communication bus (or busses) to
interconnect the microcontroller and field device character-
ization modules, and a power supply to power the micro-
controller and field device characterization modules. The
modular APL switch 122 further includes a housing 123
supporting the components of the modular APL switch 122.

The APL switch 124 may be a stand-alone unit, physically
and functionally, for example, with a housing 125 that
includes or couples to an independent power supply and
does not mount to a backplane configured to receive a
plurality of modular APL switches or other routing devices.
In other examples, the APL switch 124 is a stand-alone unit,
functionally, but is mounted within a chassis along with
other routing devices and hardware. In such examples, the
APL switch 124 may or may not include the housing 125. In
some examples, an APL switch 124 is configured to interface
with more than one field device 116, while a modular APL
switch 122 is configured to interface with a single field
device 116. In other examples, an APL switch 124 is
configured to interface with a single field device 116, and/or
a modular APL switch 122 is configured to interface with
more than one field device 116.

The SIS controller 112, also referred to as a logic solver,
may be a controller of a safety instrumented system (SIS) of
the control system 100. Accordingly, the SIS controller 112
may receive and analyze system data (e.g., from field
devices 116, from intermediary network devices (e.g., the
modular APL switch 122 or the APL switches 124), and from
other network controllers) and determine whether a safety
condition is present. In response to determining that a safety
condition is present, the SIS controller 112 may control the
control system 100 to cease certain processes or functions,
which may include controlling field devices 116 to a de-
energized state. To analyze the system data to determine
whether a safety condition is present, the SIS controller 112
may compare the parameters indicated by the system data to
one or more thresholds defining operation ranges for the
respective parameters. When the SIS controller 112 deter-
mines that a parameter or parameters is/are outside of the
defined operation ranges, the SIS controller 112 may deter-
mine a safety condition is present. The SIS controller 112
may also determine a safety condition is present based on
receipt of a direct or binary indication from another device
in the control system 100 that the safety condition is present.

The SIS controller 112, like the other network controllers,
may include a memory storing software and an electronic
processor configured to retrieve and execute the software to
implement the functionality of the SIS controller 112
described herein. The memory can include read-only
memory (ROM), random access memory (RAM), other
non-transitory computer-readable media, or a combination
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thereof. The electronic processor can include one or more
processors, field programmable gate arrays (FPGAs), appli-
cation specific integrated circuits (ASICs), or other process-
ing circuitry operating alone or in combination with one
another to implement the functionality of the SIS controller
112 described herein. In some examples, the SIS controller
112 includes redundant components (e.g., a redundant elec-
tronic processor and memory that mirrors the (primary)
electronic processor and memory already described) to
provide backup functionality in the event of an error or
failure of the primary components.

The other network controllers, such as the network con-
troller 106, may implement a system process for the control
system 100. For example, the network controllers may have
process control logic defined in a memory of the network
controller that is executed by the electronic processor of the
network controller. Through execution of the process control
logic, the network controller 106 may receive system data
(e.g., from field devices 116) indicating system parameters
of the control system 100, process the system data (e.g.,
according to settings, thresholds, and the like defined in the
memory), and generate and transmit operation controls to
the field devices 116 to control the field devices 116 to
thereby implement the system process.

FIG. 2 illustrates an APL routing device 102, also referred
to as a two-wire routing device, of a control system (e.g.,
control system 100 of FIG. 1) in further detail, according to
some examples. The APL routing device 102 of FIG. 2 is a
block diagram applicable to individual examples of both the
APL switch 124 and the modular APL switch 122 of FIG. 1.
As shown in FIG. 2, the APL routing device 102 may be
coupled upstream to a network controller 201 via a com-
munication bus 203. The network controller 201 may be, for
example, an SIS controller (e.g., similar to SIS controller
112), a DCS controller (e.g., similar to one of controllers
106, 108, or 110 of FIG. 1), or another type of network
controller. The communication bus 203 may be, for
example, a communication bus similar to communication
bus 113 or communication bus 114. In some examples, one
or more intermediary devices 204 are provided between
(logically and/or physically) the APL routing device 102 and
the network controller 201 along communication bus 203.
The intermediary devices 204 may include, for example, one
or more microcontrollers of a backplane (e.g., of the back-
plane 120), gateway devices, additional routing devices, and
the like. Like shown in FIG. 1, in FIG. 2, the APL routing
device 102 is further coupled to one or more (n) field devices
116 (where nz1), individually labeled as field devices 116-1,
116-2, through 116-7.

The APL routing device 102 includes an upstream com-
munication interface 210, a router electronic controller 212,
and an APL interface 214, also referred to as a two-wire
communication and power interface or a two-wire interface.
The upstream communication interface 210 includes the
physical circuitry (e.g., ports, antennas, filters, drivers, trans-
ceivers, and the like) that couples the APL routing device
102 to the communication bus 203. The upstream commu-
nication interface 210 enables the router electronic control-
ler 212 to couple to the communication bus 203 and com-
municate with upstream devices. Accordingly, the upstream
communication interface 210 communicatively couples the
router electronic controller 212 (and, thereby, the APL
routing device 102) to the network controller 201 and other
upstream devices in the control system 100.

The APL interface 214 includes the physical circuitry
(e.g., ports, antennas, filters, drivers, transceivers, and the
like) that couples the APL routing device 102 to two-wire



US 12,316,469 B2

9

links 220-1 to 220-» for communication with the field
devices 116. The APL interface 214 enables the router
electronic controller 212 to couple to the one or more field
devices 116 via the respective two-wire links 220-1 to 220-n.
Accordingly, the APL interface 214 communicatively
couples the router electronic controller 212 (and, thereby,
the APL routing device 102) to the one or more field devices
116. An example of the APL interface 214 is described
further below with respect to FIG. 4.

The router electronic controller 212, via the interfaces 210
and 214, is configured to route messages between the one or
more field devices 116 coupled to the APL routing device
102 and upstream devices, such as the network controller
201 and/or another of the network controllers. This routing
may include one or more of receiving a message, identifying
an intended recipient of the message, translating the mes-
sage to a communication protocol used by and suitable for
the recipient, and transmitting the translated message.

FIG. 3 illustrates an example of the router electronic
controller 212 in further detail. As illustrated, the router
electronic controller 212 includes a microcontroller 300, a
network switch 304, and one or more (n) APL physical
interfaces 310 (also referred to as two-wire physical inter-
faces 310). Each of the n APL physical interface 310 may be
associated with a respective one of the n field devices 116
and, more particularly, coupled to a respective one of the n
field devices 116 via APL interface 214 and a respective one
of the n two-wire links 220.

In some examples, the microcontroller 300 includes an
electronic processor and a memory storing instructions
retrieved and executed by the electronic processor to per-
form the functions of the microcontroller 300 described
herein. The memory can include read-only memory (ROM),
random access memory (RAM), other non-transitory com-
puter-readable media, or a combination thereof. The elec-
tronic processor can include one or more processors, field
programmable gate arrays (FPGAs), application specific
integrated circuits (ASICs), or other processing circuitry
operating alone or in combination with one another to
implement the functionality of the microcontroller 300
described herein. The microcontroller 300 is configured to
communicate with one or more of the network controllers of
the control system 100, including the network controller
201. More specifically, the microcontroller 300 may be
associated with a unique address such that the network
controller 201 may send messages to the microcontroller
300 (and, thus, to the router electronic controller 212 and
APL routing device 102) and receive messages therefrom.

The microcontroller 300 may also be configured to gen-
erate switch control signals 320 for controlling power
switches associated with the two-wire links 220 of the field
devices 116. As illustrated, the switch control signals 320 are
provided to the APL interface 214, which is illustrated in
further detail with respect to FIG. 4. The switch control
signals 320 may include one control signal for each power
switch. The switch control signals 320 may be provided over
one or more control wires (e.g., one per power switch) that
connect the microcontroller 300 to each respective power
switch. As described in further detail below, using the switch
control signals 320, the microcontroller 300 is configured to
selectively de-energize the field devices 116, which provides
the network controller 201 (and the control system 100) a
secondary technique for de-energizing the field devices 116.

The network switch 304 is configured to route messages
between upstream and downstream devices in the control
system 100, and between the router electronic controller 212
and upstream and downstream devices in the control system
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100. For example, the network switch 304 may be an
Ethernet network switch configured to receive communica-
tions via the upstream communication interface 210 sent
according to an Ethernet communication protocol (e.g., as
defined by a standard under the Institute of Electrical
Electronics Engineers (IEEE) 802, such as IEEE 802.3 or
802.11) from an upstream device, such as the network
controller 201, the network controller 106, the network
controller 108, or the network controller 110. The network
switch 304 may parse each communication, which may
include a series of data packets including a header and
payload data packets, to identify an intended recipient from
an address or identifier in the header. The network switch
304 may then route the communication to the intended
recipient (e.g., to one of the field devices 116 or to the
microcontroller 300 representing the APL routing device
102). To route a communication to the microcontroller 300,
the network switch 304 may transmit the communication
over bus 330 to the microcontroller 300. The network switch
304 may transmit the communication over bus 330 in the
same format as the format in which the communication was
received. The microcontroller 300 may then parse the com-
munication, recognize that the communication is intended
for the microcontroller 300 based on the address or identifier
in the header, and then process the payload. To route a
communication to one of the field devices 116, then micro-
controller 300 may transmit, over a bus 312, the communi-
cation to the APL physical interface 310 associated with
(and coupled to) the field device 116 that is the intended
recipient of the message. The APL physical interface 310
may then translate the packetized communication from the
Ethernet protocol to the digital two-wire protocol (e.g., APL.
protocol) and transmit the communication over a two-wire
connector 314 to the APL interface 214. For ease of descrip-
tion, the two-wire connector 314 will be referred to as the
internal connector 314, although this naming should not be
construed as requiring that the two-wire connector 314 be
entirely internal unless otherwise stated. As described fur-
ther with respect to FIG. 4, the APL interface 214 couples
the internal connector 314 to one of the two-wire links 220
and, ultimately, to one of the field devices 116, which is
intended to receive the communication.

The network switch 304 is further configured to receive
communications from the microcontroller 300 and the field
devices 116 and to route the communications appropriately,
e.g., to the network controller 201 or other upstream devices.
For example, the network switch 304 may parse each
communication, which may include a series of data packets
including a header and payload data packets, to identify an
intended recipient from an address or identifier in the header.
The network switch 304 may then route the communication
to the intended recipient (e.g., to one of the SIS controller
112, network controller 106, network controller 108, net-
work controller 110, etc.). To route a communication from
the microcontroller 300, the network switch 304 may
receive the communication over bus 330 from the micro-
controller 300. The network switch 304 may transmit the
communication via upstream communication interface 210
over bus 203 in the same format as the format in which the
communication was received. A communication from one of
the field devices 116 may first be received by the APL
physical interface 310 associated with (and coupled to) the
field device 116 that is transmitting the message. The APL
physical interface 310 may then translate the communication
from the digital two-wire protocol (e.g., APL protocol) to the
Ethernet protocol and provide the communication over bus
312 to the network switch 304. At least in some examples,
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the translations of communications to and from the digital
two-wire protocol (e.g., to/from the APL protocol) may use
standard network ftranslation techniques. The network
switch 304 may then route the communication to the
intended recipient (e.g., to one of the SIS controller 112,
network controller 106, network controller 108, network
controller 110, etc.).

In some examples, the APL routing device 102 is coupled
to an upstream device or devices via another two-wire link
and is configured to communicate using the APL protocol
upstream (i.e., in addition to communicating using the APL
protocol downstream). In such examples, an additional APL
physical interface 310 may be provided between the network
switch 304 and the upstream communication interface 210
to translate communications to and from the APL protocol.

Although the microcontroller 300, network switch 304,
and APL physical interfaces 310 are illustrated as separate
components, in some examples, one or more of these
components are integrated into a single device. For example,
a shared electronic processor and memory may serve as (i.e.,
perform the functions of) the electronic processor and
memory of both the network switch 304 and the microcon-
troller 300, of both the network switch 304 and APL physical
interfaces 310, or of the network switch 304, the microcon-
troller 300, and the APL physical interfaces 310.

FIG. 4 illustrates an example of the APL interface 214 in
further detail. As illustrated, the APL interface 214 includes
the other ends of the internal connectors 314 from the router
electronic controller 212, and receives the switch control
signals 320 from the router electronic controller 212 along
switch control lines. The APL interface 214 includes one or
more (n) sub-two-wire interfaces 402 (herein, sub-interfaces
402), each providing a separate connection or interface point
for a respective field device of the field devices 116.
Although the APL interface 214 is illustrated with (n)
sub-interfaces 402 coupled to n two-wire links 220 and n
field devices 116, in some examples, the APL interface 214
has more sub-interfaces 402 than field devices 116 (e.g., m
sub-interfaces 402, where m>n), meaning that some (i.e.,
m-n) of the sub-interfaces 402 are open or unused and
available to couple to further field devices 116. In other
words, even if an APL interface 214 is operable to indepen-
dently couple to 10 fields devices (e.g., has 10 sub-interfaces
402), the APL interface 214 may be coupled to only 1, 2, 5,
or another number of field devices that is less than the total
capacity of the APL interface 214. For ease of discussion,
however, the description will generally refer to a system
having n sub-interfaces 402, two-wire links 220, and field
devices 116.

The APL interface 214 further includes a power supply
403 including connections 404 for coupling to a primary
field power 406 and a secondary field power 408. The
secondary field power 408 may be a redundant power source
providing a backup supply of power in the event of an
interruption to the primary field power 406. Both the pri-
mary and second field powers 406, 408 may provide a DC
supply of power to the APL routing device 102 via the
connections 404. Each connection 404 is coupled to a power
supply node 410 via a respective diode 412. Each diode 412
prevents a reverse flow of power (e.g., from the primary field
power 406 to the secondary field power 408, and vice versa).

Each sub-interface 402 is coupled to the power supply
node 410, ground 414, the internal connectors 314, and one
of the two-wire links 220 (e.g., two-wire link 220-1). For
example, with reference to the sub-interface 402 for the field
device 116-1, the internal connectors 314 are connected to
respective capacitors 420, which are connected to respective
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ports 422, which are conceited to the two-wire link 220-1.
Additionally, the power supply node 410 is coupled via an
inductor 424 to a node between a first of the capacitors 420
and a first of the ports 422, and the ground 414 is coupled
via an inductor 426 to a node between the second of the
capacitors 420 and the second of the ports 422. Each
sub-interface 402 further includes a pair of power switches
430, one for each leg of the associated two-wire link 220.
For example, a first power switch 430-1q is coupled down-
stream of the node connecting to the inductor 424, and a
second power switch 430-15 is coupled downstream of the
node connecting to the inductor 426. The power switches
430 may be generically referred to as the power switches
430, and individually referred to as 430-1a, 430-15, 430-2a,
430-2b, . . . through 430-na, 430-nb. Each power switch 430
may be, for example, a transistor (e.g., a field effect tran-
sistor (FET), a metal-oxide-semiconductor field effect tran-
sistor (MOSFET), bipolar transistor (BIT), a relay, or the
like). The description of the sub-interface 402 associated
with two-wire link 220-1 similarly applies to the other
sub-interfaces 402.

In some examples, the switch control signals 320 (also
labeled SW1-#) may include a plurality of control signals,
one for each power switch 430. Each control signal may be
provided (e.g., along a conductive path) to a control gate of
the associated power switch 430. For example, as illustrated,
the switch control signals 320 may include a first switch
control signal SW1la (to control the power switch 430-1a),
a second switch control signal SW1b (to control the power
switch 430-15), a third switch control signal SW2a (to
control the power switch 430-2a), a fourth switch control
signal SW2b (to control the power switch 430-25), and so on
through control signals SWna and SWnb. In some examples,
the switch control signals 320 includes shared control sig-
nals that are provided to more than one power switch 430.
For example, a single shared control signal may be provided
to the control gate of each of the power switches 430 to
provide control thereof in parallel, such that the microcon-
troller 300 (of FIG. 3) can generate a single all-on or all-off
control signal to selectively enable all power switches 430
and disable all power switches 430 in parallel. In other
embodiments, one or more shared control signals of the
switch control signals 320 may be provided to a subset of the
power switches (i.e., fewer than all of the power switches
430). Regardless, each power switch 430 may receive a
control signal from the switch control signals 320, whether
shared among one or more other power switches 430 or
unique to that particular power switch 430.

FIG. 4 also illustrates the two-wire links 220 in further
detail. For example, as illustrated, the two-wire link 220-1
includes a twisted pair of wires 440, with a first wire of the
twisted pair coupled to the first port 422 and to a first port
442 of the field device 116-1 and a second wire of the twisted
pair coupled to the second port 422 and to a second port 444
of the field device 116-1. Additionally, the twisted pair of
wires 440 extends through a shielding 450. The shielding
450 may be a conduit defining a tubular volume within
which the twisted pair of wires 440 resides. The shielding
450 may include a conductive layer and may be coupled to
aport 452 of the APL interface 214, which may be grounded.
The shielding 450 may protect the twisted pair of wires 440
from interference that may disrupt communications along
the two-wire link 220. The description of the two-wire link
220-1 similarly applies to the other two-wire links 220 (e.g.,
two-wire link 220-2 through 220-).

Although the power switches 430 are illustrated as being
within the APL interface 214 in FIG. 4, in some other
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examples, the power switches 430 are external to the APL
routing device 102. For example, the power switches 430
may be positioned at another location along the respective
two-wire links 220 that is external to a housing of the APL
routing device 102 and between the APL routing device 102
and the associated field device 116. The switch control
signals 320 that are configured to control each respective
power switch 430 may be provided along a cable or other
communicative connection to the particular power switch
430. For example, as described below with respect to FIG.
6, the power switches 430 may be external to the APL
routing device 102 and part of a backplane that retains the
APL routing device 102. In other examples, the power
switches 430 may be further downstream along the two-wire
link 220 and, accordingly, not part of the backplane. In some
examples, some of the power switches 430 are internal to the
APL routing device 102 and some of the power switches 430
are external to the APL routing device 102.

FIG. 5 illustrates an example of one of the field devices
116, such as the field device 116-1, of FIGS. 1, 2, and 4. As
described above, each field device 116 is configured to
receive power and communications from the APL routing
device 102 over a respective one of the two-wire links 220.
Each field device 116 may include a field device controller
502, one or more field device components 504, and a field
device APL interface 506. The field device APL interface
506 may include the ports 442 and 444, power supply
circuitry 508, and connections from the ports 442 and 444 to
the field device controller 502 and to the power supply
circuitry 508. The field device components 504 may include
one or more controllable output components 510 (e.g., a
digital valve controller, a variable frequency drive, a sole-
noid, etc.), one or more sensing components 512 (e.g., a
pressure sensor, temperature sensor, flow rate sensor, current
sensor, voltage sensor, etc., and/or one or more indicating
components 514 (e.g., a speaker, light, LED display, etc.).
The power supply circuitry 508 may receive, condition, and
supply power received via the two-wire link 220 to the other
components of the field device 116, such as the field device
controller 502 and the one or more field device components
504.

The field device controller 502 may include an electronic
processor and a memory. The memory may store instruc-
tions that the electronic processor retrieves and executes to
implement the functionality of the field device controller
502 described herein. The electronic processor can include
one or more processors, field programmable gate arrays
(FPGAs), application specific integrated circuits (ASICs), or
other processing circuitry operating alone or in combination
with one another to implement the functionality of the field
device controller 502 described herein. For example, the
field device controller 502 may receive and process com-
munications transmitted over the two-wire link 220 (e.g.,
originating from the APL routing device 102, network
controller 201, or another controller of the control system
100). To process the communications, the field device con-
troller 502 may recognize that the communication is
intended for the field device based on a field device identifier
in the communication (e.g., an address in a header of the
communication associated with the field device). In
response to determining that the communication is intended
for the field device 116, the field device controller 502 may
interpret and carry out commands or respond to requests
indicated in the payload of the communication. For example,
the command may request information from a sensor of the
sensing components 512, in which case the field device
controller 502 may respond to the requesting device with the
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requested sensor information; the command may request
that the field device control a controllable output component
510 (e.g., a valve) to open or close a particular amount or to
aparticular setpoint, in which case the field device controller
502 may react by controlling the controllable element as
commanded; the command may request that the field device
control an indicator component 514 (e.g., a light) to illumi-
nate, in which case the field device controller 502 may react
by controlling the indicator component 514 to illuminate as
commanded; among many other potential commands. In
some examples, the command may be a safe state command
that requests that the field device 116 enter a safe state. In
response, the field device controller 502 may control one or
more of the field device components 504 to enter the safe
state (e.g., a valve may be controlled to be fully opened or
fully closed, as appropriate, a motor may be controlled to be
off, etc.). The safe state matches a de-energized state of the
field device. For example, when the field device 116 is a
control valve that is controlled via a digital valve controller
(DVQ), the valve may enter the safe state (e.g., closed) either
because (1) the DVC is commanded to cause the valve to
close and successtully accomplishes valve closure in accor-
dance with the normal operation of the DVC, or (2) power
is removed from the DVC and the mechanical configuration
of the control valve (e.g., valve actuator includes a spring to
drive the valve to the closed position) causes the control
valve to enter the closed, safe state.

Additionally, the field device controller 502 may generate
communications and transmit the communications over the
two-wire link 220 (e.g., via the field device APL interface
506 and in accordance with the APL protocol). The field
device controller 502 may generate and transmit these
communications in response to a request (e.g., a request for
sensor information), based on programming of the field
device controller 502 to periodically transmit sensor infor-
mation or status information of the field device, or based on
programming of the field device controller 502 defining
conditions or triggers to cause the field device controller to
generate and transmit the communications. For sending and
receiving communications over the two-wire link 220, the
field device controller 502 may include or implement a
physical layer interface similar to the APL physical interface
310.

FIG. 6 illustrates a diagram 600 of an example of the
backplane 120 of FIG. 1 in further detail. The backplane 120
includes a backplane microcontroller 602, a communication
bus 604, a backplane power supply 606, and a plurality of
module bays 610. Each of the module bays 610 is configured
to receive a field device characterization module, such as the
modular APL switches 122. The communication bus 604
provides a communicative link between the backplane
microcontroller 602 and the devices within the module bays
610 (e.g., the modular APL switches 122). The backplane
microcontroller 602 is an intermediary device (e.g., an
example of the intermediary devices 204 of FIG. 2) provided
between the modular APL switches 122 and the network
controller 201 and/or other network controllers. The back-
plane microcontroller 602 may perform routing functions,
similar to network switch 304, to route communications
from upstream devices (e.g., the network controller 201
and/or other controllers) to the modular APL, switches 122
and/or field devices 116, and to route communications from
the modular APL switches 122 and/or field devices 116 to
upstream devices. The backplane microcontroller 602 may
also be configured to identify a field device characterization
module upon insertion into a module bay of the module bays
610, confirm compatibility of the inserted module with the
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backplane 120, and then control the backplane power supply
606 to provide power to the inserted module. Although the
module bays 610 are illustrated as each having received a
modular APL switch 122, in some examples, one or more of
the module bays 610 are empty and/or as having received
another (non-APL) field characterization module, such as a
module that is coupled via a traditional analog connection to
a field device.

Each module bay 610 includes a physical and electrical
interface to receive and couple to an associated field device
characterization module, such as the modular APL switches
122. For example, with respect to the electrical interface,
each module bay 610 may include terminals for connecting
the communication bus 604 to the upstream communication
interface of the modular APL switches 122 (see, e.g., the
upstream communication interface 210 illustrated in FIG.
2); terminals for connecting the modular APL switches 122
to the backplane power supply 606 to receive power (e.g.,
for powering a router electronic controller 212 of the modu-
lar APL switches 122); terminals for connecting the modular
APL switches 122 to the power supply node 410; and
terminals for connecting the modular APL switches 122 to
the power switches 430 and two-wire links 220. With respect
to the physical interface, each module bay 610 may include
retention elements, such as physical slots, threaded bosses to
receive screws, friction fit terminal walls, and the like to
selectively retain a module (e.g., the modular APL switch
122) within the module bay 610, but to also permit selective
removal of the module (e.g., for replacement).

The backplane 120 further includes a similar two-wire
interface power supply as described above with respect to
FIG. 4. In particular, the backplane includes connections 404
for coupling to a primary field power 406 and a secondary
field power 408. The secondary field power 408 may be a
redundant power source providing a backup supply of power
in the event of an interruption to the primary field power
406. Both the primary and secondary field powers 406, 408
may provide a DC supply of power to the modular APL
switches 122 via the connections 404 for purposes of
powering and communicating with the field devices 116.
Each connection 404 is coupled to a power supply node 410
via a respective diode 412. Each diode 412 prevents a
reverse flow of power (e.g., from the primary field power
406 to the secondary field power 408, and vice versa). Each
modular APL switch 122 is coupled to the power supply
node 410, which is further coupled to an upstream side of the
power switches 430, in a similar manner as shown and
described with respect to FIG. 4.

In FIG. 6, the power switches 430 (including power
switches 430-1a through 430-nb) are integrated into the
backplane 120, external to the modular APL switches 122.
For example, the backplane 120 physically supports the
power switches 430 and provides electrical connections
between the module bays 610 and the power switches 430 to
convey the switch control signals 320. Accordingly, each
modular APL switch 122 outputs the respective switch
control signals SW1la, SW1b, SW2a, SW25b, through SWna
and SWnb, also referred to as the switch control signals 320
(see FIGS. 3 and 4), which are received by respective power
switches 430. Although the power switches 430 are illus-
trated in FIG. 6 as part of the backplane 120 and external to
the modular APL switches 122, in other examples, the power
switches 430 are incorporated into the modular APL
switches 122, similar to the power switches 430 illustrated
in FIG. 4.

FIG. 7 illustrates a process 700 for de-energizing a field
device. For illustration purposes, the process 700 is gener-
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ally described as being implemented by the APL routing
device 102 of FIGS. 2-4 in the context of the control system
100 of FIG. 1. As described above, the APL routing device
102 may be implemented as, for example, APL switch 124
or as an APL device received in a backplane (e.g., modular
APL switch 122 in backplane 120 of FIGS. 1 and 6). In some
embodiments, other systems may implement the process
700. Additionally, although the blocks of the process 700 are
illustrated in a particular order, in some embodiments, one
or more of the blocks can be executed partially or entirely in
parallel, can be executed in a different order than illustrated
in FIG. 7, or can be bypassed.

In block 705, an advanced physical layer (APL) routing
device receives a safe state command from a controller, the
safe state command including a field device identifier. For
example, with reference to FIG. 2, the APL routing device
102 may receive the safe state command from the network
controller 201 over communication bus 203. The APL
routing device 102 may receive the safe state command from
the network controller 201 directly over the communication
bus 203, or via one or more of the intermediary device(s)
204. For example, with reference to FIG. 6, the APL routing
device 102 (implemented as the APL switch 124) may
receive the safe state command via the backplane micro-
controller 602. The upstream communication interface 210
of the APL routing device 102 may receive the safe state
command and provide the safe state command to the router
electronic controller 212. Ultimately, as described further
below, the safe state command is a command for a field
device 116 (a field device identified by the field device
identifier) to enter a particular safe state. The safe state
command may be a packetized communication in a first
protocol (e.g., an Ethernet protocol such as defined by IEEE
802.3 or 802.11), the packetized communication including
the safe state command as one or more data payload packets
and a packet header including an address of the field device
that is being commanded to the safe state as the field device
identifier.

The network controller 201 may generate the safe state
command that is received in block 705 based on one or more
factors. For example, the network controller 201 112 may
generate the safe state command in response to determining
the presence of a safety condition in the control system 100,
as previously described. For example, the network controller
201 may analyze system data for the control system 100
(e.g., provided by one or more input field devices 116) to
determine whether a safety condition is present. To analyze
the system data, the network controller 201 may compare
parameters indicated by the system data to one or more
thresholds defining operation ranges for the respective
parameters. When the network controller 201 determines
that a parameter or parameters is/are outside of the defined
operation ranges, the network controller 201 may determine
a safety condition is present. The network controller 201
may also determine a safety condition is present based on
receipt of a direct or binary indication from another device
in the control system 100 that the safety condition is present.

In block 710, the APL routing device (e.g., APL routing
device 102) transmits the safe state command to a field
device (e.g., one of the field devices 116) indicated by the
field device identifier as a digital signal via a two-wire
communication and power interface over a two-wire link
that also provides power to the field device. For example, as
part of implementing block 710, with reference to FIG. 3,
the router electronic controller 212 may process the safe
state command received in block 705. To process the safe
state command, the router electronic controller 212 (e.g., via
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the network switch 304) may parse the command to identify,
from a header of the command, an intended recipient. More
particularly, the network switch 304 may determine the field
device identifier from the header, which indicates the
intended recipient of the safe state command. For purposes
of this explanation, in this example, the field device identi-
fier can be considered to indicate field device 116-1 of the
field devices 116. The network switch 304 may then transmit
the safe state command to the APL physical interface 310
associated with the identified field device (e.g., to the APL
physical interface 310 associated with field device 116-1)
over the corresponding bus 312. For example, the network
switch 304 may retain a mapping, e.g., in a memory of the
network switch 304, of field device identifiers of the field
devices 116 to corresponding APL physical interfaces 310.
Thus, the network switch 304 may compare a determined
field device identifier extracted from a received communi-
cation (e.g., the safe state command) to the mapping to
identify which of the APL physical interfaces 310 to which
the network switch 304 should transmit the received com-
munication.

The APL physical interface 310 that receives the safe state
command then translates the safe state command to a
two-wire communication (e.g., in accordance with the APL
communication protocol) and outputs the translated safe
state command along internal connectors 314 to the APL
interface 214. Through outputting the translated safe state
command to the APL interface 214, the router electronic
controller 212 drives the APL interface 214 to convey the
safe state command to the field device 116-1. More particu-
larly, with reference to FIG. 4, the sub-interface 402 asso-
ciated with field device 116-1 transmits the safe state com-
mand over the communication link 220-1 to the field device
116-1. At the time of transmission, the power switches
430-1a and 430-15 may be enabled (e.g., closed based on the
control signals SWla and SW15b of the switch control
signals 320 from microcontroller 300) to permit the trans-
mission of the safe state command and power over the
communication link 220-1 to the field device 116-1.

In block 715, the APL routing device (e.g., the APL
routing device 102) may determine whether to execute a
secondary de-energization scheme. When the APL routing
device determines to execute a secondary de-energization
scheme, the APL routing device proceeds to block 720.
When the APL routing device 102 does not determine to
execute a secondary de-energization scheme (e.g., after a
certain time period elapses or based on a communication
from the network controller 201 that the secondary de-
energization scheme is not desired), the process 700 may
end at block 725. The APL routing device 102 may deter-
mine to execute a secondary de-energization scheme in
response to receiving a command to execute the secondary
de-energization scheme (a secondary de-energization com-
mand) from the network controller 201. The secondary
de-energization command may be addressed, by the network
controller 201, to the APL routing device 102. For example,
the secondary de-energization command may include an
address of the APL routing device 102 in a header of the
command, where the address indicates that the APL routing
device 102 is the intended recipient of the command and that
the command is intended for the APL routing device 102 to
execute. Additionally, the secondary de-energization com-
mand may include an identifier for the field device 116 to be
de-energized using the secondary de-energization scheme
(e.g., the field device 116-1 previously indicated in the safe
state command received in block 705).
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The network controller 201 may send the secondary
de-energization command to the APL routing device 102 for
one or more reasons. For example, the network controller
201 may send the secondary de-energization command in
response to an inability of the network controller 201 to
determine or confirm that the safe state command was
effective. For example, the network controller 201 may be
unable to confirm that the safe state command was effective
when the network controller 201 affirmatively determines
that the field device 116 did not enter the safe state and/or
when the network controller 201 is not able to confirm
whether the field device 116 entered the safe state. The
network controller 201 may determine that the safe state
command was ineffective (i.e., that the field device 116 did
not enter the safe state) based on one or more of: (1) a
communication from the field device 116-1 indicating that
the field device 116-1 is not in the safe state, (2) sensing one
or more parameters from another field device 116 (or field
devices 116) that are indicative of the field device 116-1
having not entered the safe state (e.g., a lack of change or a
particular change in fluid pressure, flow rate, temperature,
etc.), among other techniques to determine that the safe state
command was ineffective.

Conversely, the network controller 201 may determine
not to send the secondary de-energization command in
response to confirming that the safe state command was
effective. The network controller 201 may determine that the
safe state command was effective for a particular field device
116 (e.g., field device 116-1) based on one or more of: (1)
an acknowledgment from the field device 116-1 that the field
device 116-1 received the safe state command, (2) a confir-
mation message from the field device 116-1 that the field
device 116-1 has entered the safe state, (3) sensing one or
more parameters from another field device 116 (or field
devices 116) that are indicative of the field device 116-1
having entered the safe state (e.g., a loss of fluid pressure
below a threshold, an increase in a fluid pressure above a
threshold, a change in a flow rate of a fluid beyond a
threshold, a change in temperature or absolute temperature
beyond a threshold, among many other possible parameter-
based indications), among other techniques to determine that
the safe state command was effective.

In some examples, the network controller 201 may send
the secondary de-energization command to the APL routing
device 102 without regard to whether the safe state com-
mand was effective. For example, in response to detecting a
network storm or a request for shutdown of the control
system 100 or the particular field device 116, the network
controller 201 may transmit both the safe state command
addressed to the field device 116 and secondary de-energi-
zation command addressed to the APL routing device 102
(and indicating the field device 116 for de-energization). In
other words, the secondary de-energization command may
be sent as a redundant communication by the network
controller 201 to ensure that the field device 116 is de-
energized, whether based on the safe state command or
secondary de-energization command.

In some examples, the network controller 201 may send
the secondary de-energization command to the APL routing
device 102 in response to a determination that the network
controller 201 has lost communication with the field device
116 for more than a predetermined amount of time. To make
this determination, the network controller 201 may maintain
a watchdog timer that is refreshed periodically by the
network controller 201 in response to receipt of respective
periodic communications from the field device 116. When
the watchdog timer elapses, because a communication from
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the field device 116 was not received in time to refresh the
watchdog timer, the network controller 201 determines that
communication with the field device 116 has been lost for
the predetermined amount of time. In response, the network
controller 201 transmits the secondary de-energization com-
mand to the APL routing device 102 and, with the command,
identifies the field device 116 to be de-energized.

In some examples, the APL routing device 102 determines
to execute the secondary de-energization scheme based on
(1) determining that the network controller 201 commanded
the field device 116 to the safe state and (ii) that the
command of the field device 116 to the safe state was
ineffective. For example, in some examples, the APL routing
device 102 “sniffs” communications from the network con-
troller 201 to the field device 116. In such examples, the APL
routing device 102 may determine that the network control-
ler 201 is commanding the field device 116 to a safe state by
sniffing (detecting) a communication addressed to the field
device 116 that includes the safe state command received in
block 705. Then, the APL routing device 102 may detect that
the field device 116 has not been entered the safe state based
on receipt of a further communication from the field device
116 or another technique, such as one of the techniques
described with respect to the network controller 201 detect-
ing whether a safe state command was effective. When the
APL routing device 102 detects that the field device 116 has
not entered the safe state despite the detected attempt by the
network controller 201 to command the field device 116 to
the safe state, the APL routing device 102 may determine to
execute a secondary de-energization scheme (e.g., and pro-
ceed to block 720 of the process 700). In other examples, the
communications between the network controller 201 and the
field devices 116 are encrypted or otherwise opaque to the
APL routing device 102, and the APL routing device 102 is
unable to sniff a safe state command addressed to one of the
field devices 116. In such examples, the APL routing device
102 determines whether to execute a secondary de-energi-
zation scheme based on one of the other described tech-
niques.

In block 720, the APL routing device (e.g., the APL
routing device 102) executes a secondary de-energization
scheme for the field device (e.g., the field device 116-1)
subsequent to transmitting the safe state command to the
field device. The secondary de-energization scheme includes
controlling, by the APL routing device, a power switch to cut
power over the two-wire link to the field device. For
example, with reference to FIGS. 3 and 4, the APL routing
device 102 (e.g., the router electronic controller 212 and,
more particularly, the microcontroller 300) may generate
one or more of the switch control signals 320. The one or
more switch control signals 320 may include control signals
for the power switches 430 corresponding to the two-wire
link 220-1 and the field device 116-1 (i.e., control signals
SW1a and SW15 for the power switches 430-1a and 430-15,
respectively). The one or more switch control signals 320
are configured to control the power switches 430-1a and
430-15 associated with the two-wire link 220-1 and the field
device 116-1 to open, thereby cutting or ceasing power from
the power supply node 410 and ground 414 to the field
device 116-1 via the two-wire link 220-1. With reference to
FIG. 6, in the example of the APL routing device 102 being
implemented as the modular APL switches 122 in a back-
plane 120, similarly, the power switches 430-1a and 430-15
are controlled by the switch control signals SW1a and SW15b
to open to cut power via two-wire link 220-1 to the field
device 116-1.
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In some examples, the APL routing device 102 may
implement a modified process 700 including block 715 and
block 720, and where blocks 705 and 710 are not present, or
are present but optional. For example, the APL routing
device 102 may execute a secondary de-energization scheme
based on a watchdog timer maintained by the APL routing
device 102 that elapses, indicating a loss of a communica-
tion link between the APL routing device 102 and the
network controller 201. In such examples, the APL routing
device 102 may implement a modified process 700 including
block 715 (where the APL routing device 102 determines to
implement the secondary de-energization scheme in
response to the watchdog timer elapsing) and block 720
(where the APL routing device 102 executes the secondary
de-energization scheme to de-energize the field device 116),
and where blocks 705 and 710 are not present, or are present
but optional. More particularly, the microcontroller 300 may
also be configured to perform a watchdog timer function in
which the microcontroller 300 periodically confirms the
presence of a communication link with the network control-
ler 201. For example, the microcontroller 300 may imple-
ment a countdown timer (as the watchdog timer) that the
microcontroller 300 resets upon receipt of a watchdog timer
communication from the network controller 201. The net-
work controller 201 is configured to periodically send a
watchdog timer communication to repeatedly reset the
countdown timer and prevent the countdown timer from
elapsing (e.g., reaching zero). When the microcontroller 300
determines that the countdown timer has elapsed, the micro-
controller 300 determines that a communication link with
the network controller 201 is broken or not present (e.g.,
because of an interruption in the communication bus 203, a
fault on the network controller 201, or the like). In response,
the microcontroller 300 may then, in block 715 of the
process 700, determine to execute the secondary de-energi-
zation scheme to de-energize one or more of the field
devices 116. In block 720, in response to the determination,
the microcontroller 300 may then execute the secondary
de-energization scheme to de-energize one or more of the
field devices 116 by controlling the associated one or more
power switches 430 to cut power over the two-wire links 220
to the field device(s) 116.

In some examples, in response to determining to execute
the secondary de-energization scheme based on the watch-
dog timer elapsing, the microcontroller 300 may (i) generate
switch control signals 320 to control each power switch 430
to open to cut power to each field device 116 coupled to the
APL routing device 102; or (ii) generate switch control
signals 320 to control each power switch 430 associated
with a field device 116 that is an output field device to open
to cut power to each output field device. In the case of the
latter example, the microcontroller may leave the power
switches 430 for the other, non-output field devices to be
unaltered so that the energized non-output field devices may
remain energized despite the elapsing of the watchdog timer.
These non-output field devices may remain energized
because the non-output field devices gather and provide
information about the control system 100 (e.g., to the control
system 100 and/or users) that may be beneficial to continue
receiving, and because they do not directly control system
processes. To selectively de-energize output field devices
116 and leave non-output field devices 116 energized, the
microcontroller 300 may maintain a mapping or table of
each field device 116 coupled to the APL routing device 102
that indicates the type of each field device 116 (e.g., output
field device, non-output field device, indicator field device,
input field device, etc.). In one example, the mapping may
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be automatically generated based on the microcontroller
300’s knowledge of the type of field device characterization
module, such as the type of modular APL switch 122, that
is installed in a particular module bay 610. In response to the
watchdog timer elapsing and the microcontroller 300 deter-
mining to initiate the secondary de-energization scheme, the
microcontroller 300 may access the mapping or table to
identify which field devices 116 that are coupled to the APL
routing device 102 are output field devices, to identify the
associated power switch 430 for each such output field
device, and then to control the power switches 430 identified
as associated with each output field device to be opened (to
cut power to each output field device).

In some examples, the APL routing device 102 executes
a secondary de-energization scheme based on a watchdog
timer maintained by the network controller 201 for one or
more field device 116. The watchdog timer of the network
controller 201 for each field device 116 may be periodically
reset by the network controller 201 based on communica-
tions from the field device 116 corresponding to the watch-
dog timer. These communications from the field device 116
indicate that the field device 116 is still present in the control
system 100 and communicatively coupled to the network
controller 201 (via the APL routing device 102). If no such
communication is received within the set time of the watch-
dog timer, the watchdog timer elapses, indicating a loss of
a communication link between the field device 116 and the
network controller 201. In such examples, the network
controller 201 may send a secondary de-energization com-
mand to the APL routing device 102 that is coupled to the
field device 116 that has lost the communication link. The
APL routing device 102 may then, in response to the
command, execute the secondary de-energization scheme by
opening the power switches 430 corresponding to the field
device 116. Accordingly, the APL routing device 102 may
implement a modified process 700 including block 715 (to
determine to execute the secondary de-energization scheme
in response to receipt of the secondary de-energization
command from the network controller 201 when a watchdog
timer elapses) and block 720 (to execute the secondary
de-energization scheme to de-energize the field device 116),
and where blocks 705 and 710 are not present, or are present
but optional.

In some examples, before the process 700 begins (e.g., in
an initialization stage) or subsequent to the routing device
102 opening one or more power switches 430 in block 720
to de-energize one or more field devices 116 (e.g., in a
resetting stage), the network controller 201 transmits a
command to the routing device 102 to close the one or more
power switches 430 to energize the one or more field devices
116.

As noted above, although multiple devices are described
as APL devices herein (e.g., APL routing devices 102, 122,
124, APL interface 214, APL physical interfaces 310, etc.)
and such devices may use Ethernet-APL for communica-
tions, in some examples, these devices may implement
another two-wire digital protocol that includes power and
communication transmission. Accordingly, these devices
may also be referred to as two-wire routing devices, two-
wire interfaces, two-wire physical interfaces, etc., which
may be configured to communicate and transmit or receive
power according to Ethernet-APL and/or another two-wire
digital protocol that includes power and communication
transmission. Similarly, although the process 700 is
described with respect to a control system implementing
APL communications, this process 700 may also be imple-
mented by such a two-wire routing device (in conjunction
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with two-wire interfaces) according to another (non-APL)
two-wire digital protocol that includes power and commu-
nication transmission.

The disclosure is not limited in its application to the
details of construction and the arrangement of components
set forth in this description or illustrated in the accompany-
ing drawings. The disclosure is capable of other embodi-
ments and of being practiced or of being carried out in
various ways. Also, it is to be understood that the phrase-
ology and terminology used herein is for the purpose of
description and should not be regarded as limiting. The use
of “including,” “comprising,” “containing,” or “having” and
variations thereof herein is meant to encompass the items
listed thereafter and equivalents thereof as well as additional
items. Unless specified or limited otherwise, the terms
“mounted,” “connected,” “supported,” and “coupled” and
variations thereof are used broadly and encompass both
direct and indirect mountings, connections, supports, and
couplings. Further, “connected” and “coupled” are not
restricted to physical or mechanical connections or cou-
plings.

Some embodiments, including computerized implemen-
tations of methods according to the disclosure, can be
implemented as a system, method, apparatus, or article of
manufacture using standard programming or engineering
techniques to produce software, firmware, hardware, or any
combination thereof to control a processor device (e.g., a
serial or parallel processor chip, a single- or multi-core chip,
a microprocessor, a field programmable gate array, any
variety of combinations of a control unit, arithmetic logic
unit, and processor register, and so on), a computer (e.g., a
processor device operatively coupled to a memory), or
another electronically operated controller to implement
aspects detailed herein. Accordingly, for example, embodi-
ments of the disclosure can be implemented as a set of
instructions, tangibly embodied on a non-transitory com-
puter-readable media, such that a processor device can
implement the instructions based upon reading the instruc-
tions from the computer-readable media. Some embodi-
ments of the disclosure can include (or utilize) a control
device such as an automation device, a computer including
various computer hardware, software, firmware, and so on,
consistent with the discussion below. As specific examples,
a control device can include a processor, a microcontroller,
a field-programmable gate array, a programmable logic
controller, logic gates, etc., and other typical components
that are known in the art for implementation of appropriate
functionality (e.g., memory, communication systems, power
sources, user interfaces and other inputs, etc.). Also, func-
tions performed by multiple components may be consoli-
dated and performed by a single component. Similarly, the
functions described herein as being performed by one com-
ponent may be performed by multiple components in a
distributed manner. Additionally, a component described as
performing particular functionality may also perform addi-
tional functionality not described herein. For example, a
device or structure that is “configured” in a certain way is
configured in at least that way, but may also be configured
in ways that are not listed.

The term “article of manufacture” as used herein is
intended to encompass a computer program accessible from
any computer-readable device, carrier (e.g., non-transitory
signals), or media (e.g., non-transitory media). For example,
non-transitory computer-readable media can include but are
not limited to magnetic storage devices (e.g., hard disk,
floppy disk, magnetic strips, and so on), optical disks (e.g.,
compact disk (“CD”), digital versatile disk (“DVD’”), and
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so on), smart cards, and flash memory devices (e.g., card,
stick, and so on). Additionally, it should be appreciated that
a carrier wave can be employed to carry computer-readable
electronic data such as those used in transmitting and
receiving electronic mail or in accessing a network such as
the Internet or a local area network (“LLAN”). Those skilled
in the art will recognize that many modifications may be
made to these configurations without departing from the
scope or spirit of the claimed subject matter.

Certain operations of methods according to the disclosure,
or of systems executing those methods, may be represented
schematically in the figures or otherwise discussed herein.
Unless otherwise specified or limited, representation in the
figures of particular operations in particular spatial order
may not necessarily require those operations to be executed
in a particular sequence corresponding to the particular
spatial order. Correspondingly, certain operations repre-
sented in the figures, or otherwise disclosed herein, can be
executed in different orders than are expressly illustrated or
described, as appropriate for particular embodiments of the
disclosure. Further, in some embodiments, certain opera-
tions can be executed in parallel, including by dedicated
parallel processing devices, or separate computing devices
configured to interoperate as part of a large system.

As used herein in the context of computer implementa-
tion, unless otherwise specified or limited, the terms “com-
ponent,” “system,” “module,” and the like are intended to
encompass part or all of computer-related systems that
include hardware, software, a combination of hardware and
software, or software in execution. For example, a compo-
nent may be, but is not limited to being, a processor device,
a process being executed (or executable) by a processor
device, an object, an executable, a thread of execution, a
computer program, or a computer. By way of illustration,
both an application running on a computer and the computer
can be a component. One or more components (or system,
module, and so on) may reside within a process or thread of
execution, may be localized on one computer, may be
distributed between two or more computers or other pro-
cessor devices, or may be included within another compo-
nent (or system, module, and so on).

In some implementations, devices or systems disclosed
herein can be utilized or installed using methods embodying
aspects of the disclosure. Correspondingly, description
herein of particular features, capabilities, or intended pur-
poses of a device or system is generally intended to inher-
ently include disclosure of a method of using such features
for the intended purposes, a method of implementing such
capabilities, and a method of installing disclosed (or other-
wise known) components to support these purposes or
capabilities. Similarly, unless otherwise indicated or limited,
discussion herein of any method of manufacturing or using
a particular device or system, including installing the device
or system, is intended to inherently include disclosure, as
embodiments of the disclosure, of the utilized features and
implemented capabilities of such device or system.

As used herein, unless otherwise defined or limited,
ordinal numbers are used herein for convenience of refer-
ence based generally on the order in which particular
components are presented for the relevant part of the dis-
closure. In this regard, for example, designations such as
“first,” “second,” etc., generally indicate only the order in
which the relevant component is introduced for discussion
and generally do not indicate or require a particular spatial
arrangement, functional or structural primacy or order.

As used herein, unless otherwise defined or limited,
directional terms are used for convenience of reference for
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discussion of particular figures or examples. For example,
references to downward (or other) directions or top (or
other) positions may be used to discuss aspects of a par-
ticular example or figure, but do not necessarily require
similar orientation or geometry in all installations or con-
figurations.

As used herein, unless otherwise defined or limited, the
phase “and/or” used with two or more items is intended to
cover or include the items individually and the items
together. For example, a device having “a and/or b” is
intended to cover or include: a device having a (but not b);
a device having b (but not a); and a device having both a and
b.

This discussion is presented to enable a person skilled in
the art to make and use embodiments of the disclosure.
Various modifications to the illustrated examples will be
readily apparent to those skilled in the art, and the generic
principles herein can be applied to other examples and
applications without departing from the principles disclosed
herein. Thus, embodiments of the disclosure are not
intended to be limited to embodiments shown, but are to be
accorded the widest scope consistent with the principles and
features disclosed herein and the claims below. The provided
detailed description is to be read with reference to the
figures, in which like elements in different figures have like
reference numerals. The figures, which are not necessarily to
scale, depict selected examples and are not intended to limit
the scope of the disclosure. Skilled artisans will recognize
the examples provided herein have many useful alternatives
and fall within the scope of the disclosure.

While the invention herein disclosed has been described
in terms of specific embodiments and applications thereof,
numerous modifications and variations could be made
thereto by those skilled in the art without departing from the
scope of the invention set forth in the claims.

What is claimed is:

1. A two-wire routing device, the two-wire routing device

comprising:
an upstream communication interface for communication
with a controller;
a two-wire communication and power interface config-
ured to convey communication and power to a field
device over a two-wire link; and
a router electronic controller coupled to the upstream
communication interface and the two-wire communi-
cation and power interface, the router electronic con-
troller configured to:
receive, via the upstream communication interface, a
safe state command from the controller, the safe state
command including a field device identifier;

transmit, via the two-wire communication and power
interface, the safe state command to a field device
indicated by the field device identifier as a digital
signal over the two-wire link; and

execute a secondary de-energization scheme for the
field device, subsequent to transmitting the safe state
command to the field device, to control a power
switch to cut power over the two-wire link to the
field device.

2. The two-wire routing device of claim 1,

wherein the router electronic controller includes a net-
work switch, the network switch configured to deter-
mine, from the safe state command, the field device
identifier to identify the field device indicated by the
field device identifier; and
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wherein, to transmit, by the router electronic controller,
the safe state command via the two-wire communica-
tion and power interface, the network switch is further
configured to:
translate the safe state command from a first protocol to
a two-wire digital protocol; and

drive the two-wire communication and power interface,
according to the two-wire digital protocol, to convey
the safe state command to the field device.

3. The two-wire routing device of claim 2, wherein the
safe state command received by the upstream communica-
tion interface is received by the router electronic controller
as a packetized communication in the first protocol, the
packetized communication including the safe state com-
mand as one or more data payload packets and a packet
header including an address as the field device identifier.

4. The two-wire routing device of claim 1, wherein the
two-wire routing device is a modular two-wire routing
device mounted in a multi-module backplane, the multi-
module backplane comprising:

aplurality of module bays, each module bay configured to
receive a respective field device characterization mod-
ule;

a backplane microcontroller communicatively coupled to
the controller and to each field device characterization
module received in the plurality of module bays, and
configured to route messages between the controller
and each field device characterization module received
in the plurality of module bays;

a communication bus coupling the backplane microcon-
troller and each module bay to enable communications
between the backplane microcontroller and each field
device characterization module received in the plurality
of module bays; and

a power supply configured to supply power to each field
device characterization module received in the plurality
of module bays,

wherein the modular two-wire routing device is a field
device characterization module that is mounted in a
first module bay of the plurality of module bays, is
communicatively coupled to the backplane microcon-
troller, and is powered by the power supply.

5. The two-wire routing device of claim 4, wherein the
upstream communication interface is coupled to the back-
plane microcontroller via the communication bus to enable
communication with the backplane microcontroller, and
wherein the safe state command received from the controller
by the router electronic controller is received via the back-
plane microcontroller over the communication bus.

6. The two-wire routing device of claim 1, wherein the
router electronic controller is further configured to deter-
mine to execute the secondary de-energization scheme in
response to receipt of a command from the controller to
initiate the secondary de-energization scheme, the command
being addressed to the two-wire routing device.

7. The two-wire routing device of claim 1, wherein the
router electronic controller is further configured to deter-
mine to execute the secondary de-energization scheme in
response determining that a watchdog timer has elapsed.

8. The two-wire routing device of claim 7, wherein the
field device is a first field device of a plurality of field
devices coupled to the two-wire routing device, wherein, to
execute the secondary de-energization scheme in response to
determining that the watchdog timer has elapsed, the router
electronic controller is configured to:

cut power to each output field device of the plurality of
field devices, including the first field device, and
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permit power to continue to flow to each non-output field

device of the plurality of field devices.
9. The two-wire routing device of claim 1, wherein the
field device is a first field device of a plurality of field
devices coupled to the two-wire routing device, each field
device of the plurality of field devices being coupled to the
two-wire communication and power interface via a respec-
tive two-wire link and corresponding power switch along the
two-wire link, wherein the router electronic controller is
further configured to selectively control each corresponding
power switch to selectively enable and disable power to
plurality of field devices.
10. The two-wire routing device of claim 1, further
comprising a housing that houses the router electronic
controller and the power switch.
11. The two-wire routing device of claim 1, further
comprising a housing that houses the router electronic
controller, wherein the power switch is external to the
housing.
12. The two-wire routing device of claim 1, wherein the
two-wire link includes a twisted pair of conductors extend-
ing through a shielding conduit.
13. A method for causing a field device to enter a safe
state, the method comprising:
transmitting, by a two-wire routing device, a safe state
command to the field device, based on a field device
identifier, as a digital signal via a two-wire communi-
cation and power interface over a two-wire link that
also provides power to the field device; and

executing, by the two-wire routing device, a secondary
de-energization scheme for the field device subsequent
to transmitting the safe state command to the field
device, the secondary de-energization scheme includ-
ing controlling, by the two-wire routing device, a
power switch to cut power over the two-wire link to the
field device.
14. The method of claim 13, further comprising:
receiving, by the two-wire routing device, the safe state
command from a controller prior to transmitting the
safe state command to the field device; and

identifying, by the two-wire routing device, the field
device by extracting the field device identifier from the
safe state command;

wherein transmitting, by the two-wire routing device, the

safe state command to the field device via the two-wire

communication and power interface includes:

translating the safe state command from a first protocol
to a two-wire digital protocol; and

driving the two-wire communication and power inter-
face, according to the two-wire digital protocol, to
convey the safe state command to the field device.

15. The method of claim 14, wherein the safe state
command received by the two-wire routing device from the
controller is a packetized communication in the first proto-
col, the packetized communication including the safe state
command as one or more data payload packets and a packet
header including an address as the field device identifier.

16. The method of claim 14, wherein the two-wire routing
device is a modular two-wire routing device mounted in a
multi-module backplane, the method further comprising:

receiving, by each module bay of a plurality of module

bays of the multi-module backplane, a respective field
device characterization module;

routing messages, by a backplane microcontroller com-

municatively coupled to the controller and to each field
device characterization module received in the plurality
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of module bays, between the controller and each field
device characterization module received in the plurality
of module bays;

conveying, by a communication bus coupling the back-
plane microcontroller and each module bay, commu-
nications between the backplane microcontroller and
each field device characterization module received in
the plurality of module bays; and

supplying power, by a power supply, to each field device
characterization module received in the plurality of
module bays,

wherein the modular two-wire routing device is a first
field device characterization module of the field device
characterization modules that is mounted in a first
module bay of the plurality of module bays, is com-
municatively coupled to the backplane microcontroller,
and is powered by the power supply.

17. The method of claim 16, wherein the two-wire routing
device is coupled to the backplane microcontroller via the
communication bus to enable communication with the back-
plane microcontroller, and wherein the safe state command
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received from the controller by the two-wire routing device
is received via the backplane microcontroller over the com-
munication bus.

18. The method of claim 14, wherein executing, by the
two-wire routing device, the secondary de-energization
scheme for the field device is in response to receipt of a
command from the controller to initiate the secondary
de-energization scheme, the command being addressed to
the two-wire routing device.

19. The method of claim 13, wherein executing, by the
two-wire routing device, the secondary de-energization
scheme for the field device is in response determining that
a watchdog timer has elapsed.

20. The method of claim 19, wherein the field device is a
first field device of a plurality of field devices coupled to the
two-wire routing device, and wherein executing the second-
ary de-energization scheme in response to determining that
the watchdog timer has elapsed further includes:

cutting power to each output field device of the plurality

of field devices, including the first field device, and
permitting power to continue to flow to each non-output
field device of the plurality of field devices.

#* #* #* #* #*



